HOW REFINERY29
MAINTAINS COMPLIANCE
WITH DATA SECURIT Y
STANDARDS
Case Study : Reﬁnery29

THE BACKGROUND:
Reﬁnery29 has grown faster than any other independent fashion and style website
in the US - 400 employees in NY, LA, and London - with over 25 million monthly
visitors to their site and over 175 million across all platforms. They publish over
2,000 stories per month on everything from DIY beauty tips to the latest tech news.
Having grown from four friends in a studio apartment putting together a city-guide
to bring fashionable boutiques online, to one of the most exciting international
media companies going, however, has not been without its hiccoughs.
-
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THE CHALLENGES:
Though Reﬁnery29 began as a retailer, its primary focus is getting stories out
into the world, which means oﬀering a fast and intuitive experience to its users.
Reﬁnery29’s unique evolution has also enabled them to be strategic with digital
partnerships, as the majority of their revenue now comes from online advertising.
Their display advertising is provided by a demand-side platform (DSP), which oﬀers
a high degree of automation (bringing cost savings and eﬃciency), but also less
control of the digital supply chain. This means that Reﬁnery29’s ads are
accompanied by a high volume of 3rd-party code to optimize and track
campaign successes. This additional code however, left their site vulnerable
to unknown and unauthorized vendors with access to audience data, which
had the potential for negatively impacting their users’ experience, as well
as where user data was shared.
With such expansive growth, the digital team also needed greater visibility into their
own site’s use of vendors (their digital supply chain); visibility that was not currently
possible for their DevOps team when gauging the value of deployment requests
to add from internal stakeholders: marketing, editorial, social, PR, product and
engineering. No one team was able to evaluate the impact, value and
associated costs of each vendor implementation.
Part and parcel with Reﬁnery29’s growth, they’ve expanded internationally, which
means compliance with EU regulations, including 2018’s Global Data Protection
Regulation (GDPR), and its enforcement of regulations for any business oﬀering
goods or services to EU citizens. While Reﬁnery29 could have built compliance
technologies themselves, and kept them continually updated as regulations shift
in the coming years, this would have taken resources away from other important
projects that could have been devoted better elsewhere.
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THE SOLUTION:
This conﬂuence of factors represented a perfect storm. Reﬁnery29 needed a
proactive solution that would allow for visibility into their own technology
stack, including vendor redirects (“piggy-backed” technologies injected
through indirect vendor partnerships), as well as a tool that would allow
them to maintain compliance with EU data-security standards and protect
against data leakage.
There was a degree of urgency with the impending international expansion. When
the legal team presented a list of potential vendor solutions, several team members
were already familiar with Evidon from Crownpeak’s digital governance tools. The team
was pleased to learn of the Universal Consent Platform (formerly Site Notice), which
would solve their international compliance worries, as well as the auditing platform,
(Tag Auditor with Trackermap) a tag-less and comprehensive way to monitor their
digital supply chain, which included direct and indirect partners. These digital
governance solutions would protect Reﬁnery29 against a complex ecosystem’s
implications for vendor accountability, user experience and compliance.
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THE RESULTS:
Conversations around marketing and online advertising technologies are often
fraught. Before leveraging Evidon from Crownpeak’s digital governance tools,
Reﬁnery29’s implementation process was rather convoluted. It involved the product
team (or marketing, editorial, social, etc.) requesting the addition of a vendor before
engineering’s implementation of that technology; but left unanswered the question
of who was responsible if something went wrong?
Now, however, the product team can proactively audit their own digital supply chain,
while DevOps maintains full access. Engineering can view which deployment might
be opening up Reﬁnery29’s site to rogue or indirect partners, while Product can
thoroughly vet implementation requests to protect against capability redundancies
and legacy implementations. This allows for full stack transparency, as well as the
ability to weigh business beneﬁts versus performance costs.
“Before Evidon, it was diﬃcult to maintain ongoing visibility into our digital supply
chain across the organization,” said Jake McGraw, Director of Engineering,
Reﬁnery29. “Now, we have a crystal clear picture of how these vendors impact user
experience, and a greater understanding of how to troubleshoot once we determine
responsibility, if something does go wrong. This means a much better experience for
our users.”
Of the host of tags used by Reﬁnery29 and their digital partners, Evidon identiﬁed 18
- across 33% of the site - as being high or severely high on the latency spectrum. For
some, the business value didn’t match the performance impact, others were
redundant (e.g. two diﬀerent analytics tools) and still others were simply forgotten.
But the dialogues were beginning to take place and the lines of communication
opened. Of those 18 tags that represented latency problems, 4 were immediately
removed.
The Reﬁnery29 team was also impressed by the level of service provided by Evidon’s
professional services oﬀering - a comprehensive, personalized audit and analysis of
the current state of their data and vendor governance. Many of their vendors oﬀer
professional services but they were of little value. Evidon’s audit was both very
educational and provided actionable insights into the digital technology stack.
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The audit also provided a comprehensive tutorial on the full capabilities of the
product - a thorough overview of each tag and the importance of continuous
tag monitoring to protect against data leakage, and user experience, as well as
security vulnerabilities.

“We wanted to look for ways to eliminate or consolidate tags - to get a sense of how to
prioritize which tags are impacting latency - and Evidon has absolutely given us a basis
for where to use our new power. We learned that technologies are always changing, so it’s
a continual process. But now we can always be working toward a faster, safer site that
oﬀers our audience a great experience,”

Frank Conway | Head of Product Development | Reﬁnery29
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crownpeak.com

Crownpeak provides the leading, enterprise-grade, SaaS Digital Experience
Management (DXM) platform. The Crownpeak DXM platform empowers Fortune
2000 companies to quickly and easily create, deploy and optimize customer
experiences across global digital touchpoints at scale.
Besides featuring content management, personalization, search, and hosting, it is
the only digital experience platform that includes built-in Digital Quality Management (DQM) to ensure brand integrity, best practices, and web accessibility
compliance, and a suite of monitoring and consent solutions, including a Universal
Consent Platform, designed to help companies comply with the General Data
Protection Regulation (GDPR).
For more information please visit, crownpeak.com

